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1. Purpose

Provide members of the Harford County Sheriff's Office (HCSO) with guidelines regarding the
acceptable use of HCSO software systems, computer equipment, networks, and email.

Policy

The HCSO will provide computer equipment and technical support to Agency members to ensure
members operate equipment in a professional manner, and in conformance with HCSO policies, as
well as federal, state, and local laws.

Definitions

ARTIFICIAL INTELLIGENCE (Al): software applications designed to perform tasks that typically require
human intelligence, such as learning, problem-solving, and decision-making.

AUTHORIZED SOFTWARE: HCSO owned or licensed software used in accordance with the software
license or software approved for use by the Agency for a specific job function.

COMPUTER SYSTEM: refers to an arrangement of interconnected computers that share a central
storage system and various peripheral devices.

DATA: information which is being processed by means of equipment operating automatically in
response to instructions given for that purpose, is recorded with the intention that it should be
processed by means of such equipment or is recorded as part of a relevant filing system,
computerized or not, or with the intention that it should form part of a relevant filing system.

ELECTRONIC COMMUNICATION: any transfer of signs, signals, writing, images, sounds, data, or
intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic,
photoelectronic, wireless or photo optical system.

NETWORK: a system containing any combination of computers, servers, switches, routers, printers,
audio or visual display devices or telephones interconnected by telecommunications equipment, or cables
used to transmit or receive information.

OBSCENE MATERIAL: material that the average person, applying contemporary community
standards, would find, taken as a whole, appeals to the prurient interest.
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PERSONALLY IDENTIFIABLE INFORMATION (PII): information that can be used on its own or with other
information to identify, contact, or locate a single person, or to identify an individual in context.

SOFTWARE: computer programs, instructions, procedures or associated documentation that are
concerned with the operation of a computer system.

STREAMING MEDIA: audio and video that are transmitted on the internet in a continuous fashion, using
data packets.

USER: all employees, contractual personnel, temporary personnel and others, including those
affiliated with third parties, who access HCSO software systems and computer networks.

Procedures

A. General

1.

10.

HCSO owns and operates various computer systems which are provided for use by
employees in support of Agency activities.

HCSO computer systems will generally be used for official business, however, personal
use is permitted as long as:

a. No official activity is preempted by the personal use;

b. The personal use does not interfere with the employee's duties; and

c. The personal use conforms to this policy and other Agency policies.

Employees are required to use computer resources in compliance with technical and formal rules.

Access and privileges on HCSO computer systems are assigned and managed by the
Information Technology Unit (IT) Unit.

Supervisors must complete an Employee In Process/Out Process Checklist SO-086 for all incoming
and outgoing employees. This form must be sent to IT and the Terminal Agency Coordinator (TAC).

Access to HCSO email or internet services may be wholly or partially restricted without prior
notice and without user consent.

All computer data contained on any computer, computer system, network storage device, or
other data storage device is the property of the HCSO.

All employees have unique usernames and passwords to access HCSO systems to separate
and identify the activities of different users.

Access to systems is based on user credentials and ensures that passwords meet
minimum security requirements.

No computerized information will be disclosed to any individual or organization unless
specifically authorized by law and specifically authorized by a supervisor.

20of 9



ADM 1101
Acceptable Computer Usage

11.

12.

13.

IT will be responsible for approval, purchase, installation, inventory, and maintenance of
HCSO computer systems.

Employees accessing the internet or other electronic communications through HCSO
resources must be aware that these activities are monitored.

HCSO software, documentation, or other types of internal information will not be sold or otherwise
disclosed or shared with any other party outside of the HCSO except for official business.

User Responsibilities

1.

10.

11.

Users will maintain an environment inwhich HCSO computer resources are shared equitably
among users.

Users agree that the HCSO role in managing these systems is only as an information carrier and
they will never consider transmissions through these systems as an endorsement of said
transmission by the HCSO.

Users will report outages or service needs based on the priority of service as outlined below.

Users are required to complete ongoing Security Awareness training provided by IT on the approved
platform. Training will include phishing email simulations and modules (e.g., Malware, Ransomware,
Passwords & Authentication).

Users are prohibited from using streaming internet radio or television via the Agency network for
non-work-related reasons.

Users are prohibited from connecting/installing non-approved and/or non-Agency hardware or
software on Agency networked PC's.

a. Only IT can authorize the connecting/installing of hardware/software onany Agency device.
Users must use genuine, new (not refilled), printer cartridges in Agency printers.

All users of Agency computers agree to the “Notice of User" warning presented upon startup of
Agency computers.

All users are required to log out of Agency computers when a work period has completed.

Agency members sending email messages that are addressed to "All Agency," to include
retirement farewell emails, must receive prior authorization from a commander (Captain or above)
and must include the authorizing commander's name at the end of the message by stating,
"Approved by (the respective authorizing commander)."

Agency members sending email messages that are addressed to "All Law Enforcement," toinclude
retirement farewell emails, that are not urgent officer safety messages or wanted violent offender
related emails, must receive prior authorization from a commander (Captain or above) and must
include the authorizing commander's name at the end of the message by stating, "Approved by (the
respective authorizing commander)."
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C. Software Use

1.

4.

Only HCSO owned and authorized computer software that is properly licensed is to be used on
HCSO computer systems.

Users will not download, install, remove, or alter any files or programs unless authorized by the IT
Director.

Employees will abide by all federal and state statutes and regulations pertaining to the use of
computer hardware and software and the copying or installation of software in a manner that is not
consistent with the vendor's license is prohibited.

IT is responsible for the storage and issuance of software licenses.

D. Prohibited Acts

1.

Electronic communications systems may not be used for any purpose that could strain
or compromise network resources.

HCSO computer systems will not be used for any illegal, unethical, harassing,
unprofessional, or annoying purpose (e.g., spam, jokes, viewing or downloading obscene or
pornographic material).

Users are prohibited from inputting sensitive Agency information into Al programs (e.g., ChatGPT,
Meta Al, Gemini) that could comprise Agency and network integrity.

HCSO computer systems may not be used:

a. To access streaming media (e.g., Netflix, Hulu, personal social media), except for official
purposes;

b. For political purposes;
c. To establish a website or other internet presence that represents the HCSO; or

d. To obtain, reveal, or publicize sensitive, confidential, personally identifiable or
proprietary information without the authorization or permission of the Sheriff.

No personally owned computer equipment will be connected to the HCSO private network.

a. Personally owned computer equipment may be connected to the HCSO Guest Wi-Fi. Users
must review and accept the Terms and Conditions prior to gaining access.

E. Security of Email and Electronic Communications

1.

Internet and email resources are provided to enhance communication and to conduct HCSO
related business.

All messages generated on, or handled by, electronic communications systems owned or
operated by the HCSO are the property of the HCSO.
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3. There is no expectation of privacy when using any HCSO computer resources, including
email. Employees must acknowledge and understand that:

a. Electronic communications can be forwarded, intercepted, printed, and stored by others
and cannot be deleted by the sender;

b. The content and the use of electronic communications systems will be subject to random
monitoring to support operation, maintenance, auditing, security, and investigative
activities; and

c. Electronic communications may be subject to a discovery motion in a criminal case, civil
case, or internal investigation.

4. Users will exercise discretion in any electronic communication sent using HCSO computers.

5. HCSO reserves the right to review any material on user accounts for purposes of ensuring
compliance with this policy or any other internal policy, applicable law, rule, or regulation.

6. There is no expectation or assumption that any communication or information accessible via
the HCSO network is private property.

F. Network Passwords
1. Network passwords are designed to secure the resources of the HCSO.
2. All passwords will be constructed and implemented according to this policy.
3. Criteria:
a. All passwords will be a combination of alpha and numeric characters.
b. Will be a minimum of eight characters.
c. Will contain at least one capital letter.
d. Will contain at least one number.

e. Will not contain your name, address, date of birth, username, nickname, social security
number, or information that can be related back to the user.

f.  Will not be dictionary words or acronyms.
4. Passwords will not be shared with anyone other than the user.
5. Passwords will not be displayed in the workspace.
6. Passwords will be changed every 45 days or as prompted.
7. Password history will be maintained to prevent the reuse of a password.

8. Passwords must be unique to the HCSO network and will not match any other password the user has.
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G. Information Technology Support

1. All vetted IT support staff will protect CJI from compromise at the HCSO by performing the following:

a.

Protect information subject to confidentiality concerns - in systems, archived, on backup media,
and until destroyed. Know where CJl is stored and planned end of life. CJl is stored on laptops,
mobile data terminals (MDTs), computers, servers, CDs, DVDs, RISC devices and internet
connections as authorized by the HCSO. For agencies who submit fingerprints using Live Scan
terminals, only Live Scan terminals that receive CJI back to the Live Scan terminal will be
assessed for physical security;

Be knowledgeable of necessary HCSO technical requirements and policies taking appropriate
preventative measures and corrective actions to protect CJl at rest, in transit, and at the end of life;

Properly protect the HCSO’s CJIS system(s) from viruses, worms, Trojan horses, and other
malicious code (real-time scanning and ensure updated definitions);

Install and update antivirus on computers, laptops, servers, etc.;
Perform data backups and take appropriate measures to protect all stored CJI;

Ensure only authorized vetted personnel transport off-site hard drives or any media that store CJI
that is removed from physically secured locations;

Ensure any media released from the HCSO is properly sanitized/destroyed;

Identify applications, services, and information systems containing software or components
affected by recently announced software flaws and potential vulnerabilities resulting from those
flaws;

Address least privilege and separation of duties; and

Enable event logging of:

i. Successful and unsuccessful system log-on attempts;

ii. Successful and unsuccessful attempts to access, create, write, delete, or change permission on
a user account, file, directory, or other system resource;

ii. Successful and unsuccessful attempts to change account passwords;

iv. Successful and unsuccessful actions by privileged accounts; and

v. Successful and unsuccessful attempts for users to access, modify, or destroy the audit log file;
Prevent authorized users from utilizing publicly accessible computers to access, process, store, or
transmit CJI. Publicly accessible computers include but are not limited to hotel business center

computers, convention center computers, public library computers, public kiosk computers, etc.;

Conduct account Management in coordination with TAC. Network and application accounts will be
disabled within a week if they meet the criteria below:
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i. Account has expired;
ii. The user is no longer associated with HCSO;
iii. The user is in violation of HCSO policies; or
iv. The account has been inactive for 90 days, unless notified of extended medical or military leave.
. Ensure that all user IDs belong to currently authorized users;

Keep login access current, updated, and monitored. Remove or disable terminated or transferred
or associated accounts;

Authenticate verified users as uniquely identified; and

Prevent multiple concurrent active sessions for one user identification, for those applications
accessing CJI, unless the Agency grants authority based upon operational business needs.

Not use shared generic or default administrative user accounts or passwords for any device used
with CJI. Passwords will:

i. Be a minimum length of eight characters on all systems;
ii. Not be a dictionary word or proper name;
ii. Not be the same as the User Id;
iv. Expire within a maximum of 90 calendar days;
v. Not be identical to the previous 10 passwords;
vi. Not be transmitted in the clear or plaintext outside the secure location; and
vii. Not be displayed when entered;
Ensure passwords are only reset for an authorized use;
Take action to protect CJl-related data from unauthorized public access;
Control access, monitor, enabling and updating configurations of boundary protection firewalls;
Enable and update personal firewalls on mobile devices as needed;
Ensure confidential electronic data is only transmitted on secure network channels using encryption
and advanced authentication when leaving a physically secure location. No confidential data should
be transmitted in clear text;

. Not use default accounts on network equipment that passes CJI like switches, routers, firewalls;

Make sure law enforcement networks with CJI will be on their own network accessible by
authorized personnel who have been vetted by the HCSO. Utilize Virtual Private Network (VPN)
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technology to segment CJI traffic from other noncriminal justice agency traffic to include other city
and/or county agencies using same wide area network; and

Communicate and keep the HCSO informed of all scheduled and unscheduled network and
computer downtimes, all security incidents and misuse. The ultimate information technology
management control belongs to HCSO.

H. Priority of Service

1.

IT manages calls for service on a priority system as follows:

a.

Priority 1 - System or key component is down, causing critical impact, with no alternative or
workaround available. within four hours, respond within 24 hours;

Priority 2 - System or component is down or degraded, but an alternative or workaround is
available with response within 72 hours; and

Priority 3 - Not critical, deferred maintenance acceptable, circumvention possible withno
operational impact with response within one week.

I.  Requesting Service

1.

All requests for service will be logged into the IT call tracking system.

2. Response will be based on a priority system as described above.

3. Requests will be sent as follows:

a.

b.

C.

Priority 3 requests will be sent by e-mail to: InformationTechnology@harfordsheriff.org.

Priority 2 requests between the hours of 0700-1600 call 410-836-5417 or e-mail.

Priority 1 requests between the hours of 0700-1600 call 410-836-5417, or after hours
443-417- 6911.

5. Summary of Changes

A. On 11/27/24 a 3-year review was conduct, and the following changes were made:

1.

2.

Title added Acceptable Computer and Network Usage;
Section 3. added definition for Artificial Intelligence;

Section 4.A.5. added Supervisors must complete an Employee In Process/Out Process Checklist
S0-086 for all incoming and outgoing employees. This form must be sent to IT and the TAC Officer;

Section 4.B.4. added Users are required to complete ongoing Security Awareness training provided
by IT on the approved platform. Training will include phishing email simulations and modules (e.g.,
Malware, Ransomware, Passwords & Authentication);
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10.

11.

12.

Section 4.B.9. added All users are required to log out of Agency computers when a work period has
completed;

Section 4.D.3. added Users are prohibited from inputting sensitive Agency information into Al
programs (e.g., ChatGPT, Meta Al, Gemini) that could comprise Agency and network integrity;

Section 4.D.4.a. added To access streaming media (e.g., Netflix, Hulu, personal social media),
except for official purposes;

Section 4.D.5. changed to state No personally owned computer equipment will be connected to the
HCSO private network. Personally owned computer equipment may be connected to the HCSO
Guest Wi-Fi. Users must review and accept the Terms and Conditions prior to gaining access;

Section 4.G.1.f. changed the word tape drives to hard drives;

Section 4.G.1.1. added Conduct account Management in coordination with TAC. Network and
application accounts will be disabled within a week if they meet the criteria below;

Section 4.H.1.a. changed to System or key component is down, causing critical impact, with no
alternative or workaround available. within four hours, respond within 24 hours; and

Section 4.H.1.b. changed to System or component is down or degraded, but an alternative or
workaround is available with response within 72 hours.
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